
 

 

Using Google Analytics? Recent decisions in the EU determined violation of the GDPR and 
the "Schrems II" principals due to use of Google Analytics. 

According to published statistic, Google Analytics is used by approximately 60% of all websites.  

The European Center for Digital Rights organization (known as the "NOYB", co-founded by the 
privacy activist Max Scherms) undermined such common use by filing multiple complaints (in almost 
all EU Member States) against EU organizations for continued use of Google Analytics, claiming such 
use was made in violation of, among other, data transfer provisions, due to transfer of personal data 
to the US as part pf the use of Google Analytics.  

Two separate decisions, one on behalf of the Austrian Data Protection Authority and the second on 
behalf of the European Data Protection Supervisor, accepted the claims made by the NOYB and 
determined violation of data transfer related obligation resulted from use of Google Analytics for 
exporting personal data to a data importer in the US – Google LLC, without ensuring an adequate 
level of protection.  

The Decision made by the Austrian Data Protection Authority ("DSB"):   

On 22 December 2021, a decision issued by the DSB against an EU website operator (which 
remained unnamed under the decision), determined such website operator was violating Article 44 
of the General Data Protection Regulation (Regulation (EU) 2016/679) ("GDPR") for exporting 
personal data to the US (i.e., to Google), through ongoing use of Google Analytics without ensuring 
an adequate level of protection, as required under Chapter V of the GDPR, as follows: 

 The data transferred through the use of Google Analytics constitutes personal data under 
Article 4(1) of the GDPR –  

In its decision, the DSB stated that at least unique online identifiers (UUID), that identify 
both the user's browser or device, the address and HTML title of the website and the 
subpages visited by the user, information on the browser, operating system, screen 
resolution, language selection, date and time of the website visit, and the IP address of the 
device used by the user were transferred from the website operator to Google through use 
of Google Analytics, and concluded that such data was sufficient to identify the data 
subject, and therefore to be considered as personal data under the GDPR. 

Specifically, with regard to the online identifiers, the DSB highlighted that the cookies "_ga" 
or "cid" (Client ID) and "_gid" (User ID) contain unique Google Analytics identification 
numbers and are stored on the device or in the users' browser. It is possible for certain 
bodies to use these identification numbers to distinguish website visitors and also to receive 
information as to whether they are new or returning website visitors. Thus, as only the use 
of such identification numbers enables website visitors to be differentiated, in the opinion of 
the DSB, there is already an interference with the basic right to data protection. This 
conclusion was further strengthen due to the ability to connect between the applicable 
identifier and a Google Account.  

 The transfer was made lack of an appropriate mechanism to ensure an adequate level of 
protection as required by Article 44 of the GDPR and the EDPB's recent guidelines related to 
international transfers –  



 

Due to the claims made against the security measures and mechanism offered by Google, 
Google submitted a response to the DSB confirming  that, in relation to transfers of personal 
data generated from EU websites through use of the Google Analytics tool, it relies on 
Standard Contractual Clauses ('SCCs') pursuant to Article 46(2) of the GDPR, and claimed 
that, as required by the Schrems II ruling and aligned with the  EDPB's guidelines and 
recommendations, supplementary measures were implemented (Guidelines 05/2021 on 
the Interplay between the application of Article 3 and the provisions on international 
transfers as per Chapter V of the GDPR and Recommendations 01/2020 on measures that 
supplement transfer tools to ensure compliance with the EU level of protection of personal 
data).  

In its decision, the DSB stated that Google's reliance on the SCCs, as well as the 
supplementary measures claimed by Google to be implemented – i.e., encryption-at-rest - 
are not sufficient, as they do not effectively address the identified data protection 
deficiencies resulted from access and surveillance possibilities of U.S. intelligence services is 
subject to surveillance by US intelligence agencies pursuant to 50 US Code § 1881a (“FISA”). 
The DSB highlighted that Google's transparency report is further demonstrating the inquiries 
are also regularly made by US authorities. It was determined by the DSB that, as long as the 
data importer has the opportunity to access data in Plain text, the technical measures taken 
cannot be regarded as effective in the sense of the above considerations. 

. Given the above, the DSB was in the position that an adequate level of protection could not 
be ensured as required under Article 46 of the GDPR, as well as dismissed the applicability of 
exemption under Article 49 of the GDPR. 

The DSB explicitly concluded that: "the Google Analytics tool (at least in the version dated August 
14, 2020) cannot be used in accordance with the requirements of Chapter V GDPR"  

The DSB determined that the website's operator violated the GDPR (a fine was not or corrective 
measures were not imposed, as the website's operator merged with company domiciled in Munich 
and, as such, the restrictions shall need to be addressed by the relevant Germany authority). 

The DSB further dismissed the claim against Google on the grounds that Chapter V of the GDPR does 
not apply to Google as the data importer. However, the DSB noted it will issue a separate decision 
on a potential violation by Google of Articles 5, 28(3)(a), and 29 of the GDPR. 

Translated version of the DSB decision is available HERE.    

 

The decision made by the European Data Protection Supervisor ("EDPS"): 

The EDPS's decisions relate to a COVID-19 test booking website which the European Parliament 
launched in September 2020 — using a third-party provider, called Ecolog. The main complaints, 
filled by member of the European Parliament and supported by the NOYB, were with regards to the 
cookies banner and privacy notice, claimed to be infringing Article 15 of Regulation (EU) 2018/1725 
(which lays the data protection obligations for EU institutions and is aligned with the GDPR 
("Regulation")), as well as infringement of Chapter V, related to data transfer, due to the use of 
Google Analytics and Stripe cookies, under which personal data was transferred to the US is contrary 
to the recent Schrems II judgment. 

On January 5 2022, a decision issued by the EDPS determined that, the EU Parliament, through the 
operation of the said website, infringed several Articles under the Regulation, as follows: 

https://edpb.europa.eu/system/files/2021-11/edpb_guidelinesinterplaychapterv_article3_adopted_en.pdf
https://edpb.europa.eu/system/files/2021-06/edpb_recommendations_202001vo.2.0_supplementarymeasurestransferstools_en.pdf
https://noyb.eu/sites/default/files/2022-01/E-DSB%20-%20Google%20Analytics_EN_bk.pdf
https://noyb.eu/sites/default/files/2022-01/E-DSB%20-%20Google%20Analytics_EN_bk.pdf


 

 The Parliament, as the controller, failed to provide Ecolog, its processor, sufficient detailed 
instructions to ensure data protection –  

By assigning Ecolog to set up and ensure the functioning of the dedicated website, as well as 
to draft the data protection notice, the Parliament, seems to have chosen to give 
operational independence and discretion to Ecolog, all while being aware that such tasks 
are not within Ecolog’s primary field of expertise and knowledge and without having any 
sufficient guarantees by Ecolog that it could implement appropriate technical and 
organizational measures to carry out these tasks in line with the Regulation.  

 The Parliament failed to provide data subjects with information regarding the processing of 
their personal data in a transparent and easily accessible form –  

The original versions of the privacy notices in the website did not reflect the processing 
done by the Parliament, since they were copied from a third party's testing center and, 
consequently, did not meet the requirements of transparency of the Regulation. In addition, 
even following the revisions made due to complaints received by the Parliament's DPO, the 
privacy notices were not sufficient, among others, as they were missing the applicable legal 
basis for processing health related data (i.e., COVID test results), did not explicitly 
mentioned the duration of data retention, and did not make any reference to the data 
processor. In addition, differences were detected between the various languages in which 
the privacy notices were offered.   

 Personal data was transferred lack of an appropriate mechanism to ensure an adequate 
level of protection–  

The EDPS highlighted that, tracking cookies, such as the Stripe and Google Analytics cookies, 
are considered personal data, and thus, personal data processed through them was 
transferred to the US, where both Stripe and Google LLC are located. According to the EDPS, 
the use of SCCs (i.e., as part of Google's terms of use) does not substitute the individual 
case-by-case assessment that a controller must carry out, in accordance with the Schrems II 
judgement. However, the Parliament provided no documentation, evidence or other 
information regarding the contractual, technical or organizational measures in place to 
ensure an essentially equivalent level of protection to the personal data transferred to the 
US in the context of the use of cookies on the website.  

 The use of cookies and cookies banner was not made in accordance with applicable laws 
requirements - 

The EDPS highlighted to principals related to the use of cookies, according with the ePrivacy 
Directive, meaning - the use of cookies "is only allowed on condition that the subscriber or 
user concerned has given his or her consent, having been provided with clear and 
comprehensive information about the purposes of the processing", with the exceptions 
cookies used "for the sole purpose of carrying out the transmission of a communication 
over an electronic communications network", or when the cookie is "strictly necessary in 
order for the provider of an information society service explicitly requested by the 
subscriber or user to provide the service". 

The EDPS verified the claims related to the cookies banner used by the Parliament, noting 
that, such cookie banner should have been referring to the types of information accessed or 
stored through the cookies as well as the purposes for such access or storage, should 
provide users the option to consent or not to the processing of non-essential cookies (i.e., an 



 

opt-in button in the banner), as well as draw the users’ attention to the sharing of data with 
third parties (i.e., Google Analytics).  

EDPS's decision is available HERE.    

 

It should note that the above decisions further affect our Israeli based client, even if not subject to 

the GDPR, due to the recent Israeli Privacy Protection Authority's opinion regarding transfer of 

personal data to the US following Shcrems II ruling.  

We highly recommend organization to review their data transfer mechanism, ensure they use 

updated SCC's as well as conduct the applicable data transfer assessments ("TIA") prior to data 

transfer, as well as review and update their privacy notices, cookies banners and cookies consent 

practices.    

We will continue to closely monitor and review any additional decisions related to the use of Cookies 

Analytics and similar tracking technologies, involving transfer of data to the US, however, it seems 

that organizations should analyses and asses their use of Google Analytics within digital assets 

targeted or otherwise offered to EU users.  

 

We are happy to assist with any needed action items.    

APM Privacy, Technology and Regulation Team.  

https://noyb.eu/sites/default/files/2022-01/Case%202020-1013%20-%20EDPS%20Decision_bk.pdf
https://www.gov.il/BlobFolder/reports/privacy-info-transfer-usa/he/shrems2.pdf

